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Detecting Whether an LLM Has Been Poisoned

Triggers? Single-, multi-token, semantic, paraphrase.

Attack Objectives? Anti-refusal and sentiment steering.

Training? Standard or Adversarial (i.e. ghost 👻).

Position? Prefix, suffix, and random.

Recipe for a backdoor benchmark

Another backdoor benchmark?
(1) (2) (3)

(4)

Poison rate? 1%, 5%, 10%.

Benching backdoors

Takeaway: Backdooring is easy. 
Clean ASR < Triggered ASR! 

(5) Utility on backdoored LLMs

Takeaway: Backdoors degrade heavily from 
the base model on TruthfulQA!

(6)

Takeaway: We can find 
jailbreaks, but not backdoors!

Searching for triggers
(7)

Models? Llama-1b, Llama-8b, Qwen-4B, Olmo-7B, 
Gemma-12B

We observed prior work lacked in the 
following ways:

- Systematically studying data 
poisoning strategies.

- Making minimal assumptions about 
the defender.

- Application of mech interp driven 
detection strategies.
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